
 

 

 

5 November 2020 

 

TO: GENERAL INSURERS AND OTHER INTERESTED PARTIES    

CONSULTATION ON COLLECTION OF CYBER INSURANCE AND MANAGEMENT 
LIABILITY DATA IN THE NATIONAL CLAIMS AND POLICIES DATABASE (NCPD) 

The purpose of this letter is to advise general insurers (GIs) and other interested parties of 
APRA’s proposal to separately collect cyber insurance and management liability data within 
the NCPD. APRA seeks responses from the GI industry on the proposed start date for the 
revised data collection, the inclusion of three new cause of loss codes, treatment of historical 
data and publication of data in the NCPD data collection.  

Background 

APRA began collecting public and product liability and professional indemnity premium and 
claims data through the NCPD in 2003 and has been publishing this information in its current 
form since 2012. The purpose of this data collection is to provide the industry and other 
interested parties with better data to assess performance and pricing decisions for these 
products.     

Currently, data on cyber insurance and management liability products is aggregated with data 
on other product classes1. Given the recent growth in cyber insurance products and the limited 
availability of data to assess performance and make pricing decisions for these two products, 
APRA now proposes to include cyber insurance and management liability in the NCPD data 
collection as standalone categories. APRA’s proposal is supported by the Insurance Council 
of Australia (ICA) in a submission to APRA in December 2016 and by a number of insurers 
who have expressed interest in reporting specific cyber insurance data within the NCPD.   

APRA has recently facilitated the inclusion of two new product classes and three cause of loss 
codes within the NCPD data collection.  The two new product classes are cyber insurance and 
management liability, and the proposed cause of loss codes that are being consulted on are 
based on standalone cyber insurance features: Cyber – 1st party loss, Cyber – 3rd party loss 
and Cyber - other.   

Consultation 

APRA is proposing to begin collecting data from insurers on cyber insurance and management 
liability products, and the three cause of loss codes, for the 31 December 2020 half yearly 
reporting period on a best endeavours basis, with full implementation from the 30 June 2021 
half yearly reporting period within the NCPD reporting forms (Appendix 1).  

For clarity, APRA is proposing that the policy data collected under Reporting Standard GRS 
800.1 Policy Data: Public and Product Liability and Professional Indemnity Insurance (GRS 
800.1) for cyber insurance would relate only to standalone cyber insurance products. The 
claims data collected under Reporting Standard GRS 800.2 Claim Data: Public and Product 

                                                
1 Cyber insurance is currently being reported under the Public Liability – Other product category in the NCPD data 
collection. Management liability products are currently reported under existing Professional Indemnity product 
types. 
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Liability and Professional Indemnity Insurance (GRS 800.2) could include cyber losses 
associated with affirmative and non-affirmative cyber coverage as well as for standalone cyber 
insurance products. APRA does not intend to ask insurers to reclassify previously reported 
data.  Submissions will be sought specifically on the following items: 

1. Timing of cyber insurance and management liability data collection 

APRA seeks views on the proposed commencement of the data collection for the half yearly 
reporting period to 31 December 2020 (on a best endeavours basis), and whether data is 
available from existing systems including whether appropriate data quality can be achieved. 

2. Additional cause of loss codes 

APRA is proposing the inclusion of three new cause of loss codes: Cyber - 1st party loss, 
Cyber - 3rd party loss and Cyber - other. These cause of loss codes can be applied to new 
cyber insurance products as well as other liability products that experience cyber losses 
associated with standalone, affirmative and non-affirmative cover. In addition, claims reported 
under a standalone cyber product can also apply other existing cause of loss codes where 
relevant. A visual representation of this proposal has been provided in Appendix 2. 

APRA seeks views on the appropriateness of the proposed three cause of loss codes and its 
application to other liability products with affirmative and non-affirmative cyber exposures.   

Discussions held with the Insurance Council of Australia at the beginning of 2020 identified 
the need to have consistent categorisation of cyber insurance and management liability 
claims. APRA seeks views on any definitional issues for reporting purposes.   

3. Treatment of historical data 

APRA is proposing to collect data on a go forward basis and not collect historical data (pre 
December 2020 collection) for cyber insurance and management liability products, and the 
new cause of loss codes. This is in recognition that collecting historical data may result in data 
quality issues and create additional insurer burden.   

APRA seeks views on this proposed treatment of historical data.  

4. Publication of cyber insurance and management liability data 

APRA seeks representations on the publication of data in the NCPD data collection, including 
the appropriate level of aggregation. Given the NCPD contains claims development data, we 
expect there to be some delay in collecting an appropriately mature set of data. APRA will also 
explore the possibility of publishing a subset of this data at an earlier time where appropriate, 
and encourages representations on this matter. 

Reporting Standards 

The proposed changes to the collection of data for the two new products and the three cause 
of loss codes will result in changes to four Reporting Standards (refer to Appendix 3). These 
changes are not expected to be significant.   

Publication of data in the NCPD data collection  

Data collected by APRA is protected under section 56 of the Australian Prudential Regulation 
Authority Act 1998 (APRA Act). APRA may disclose protected data in certain circumstances, 
including where APRA has determined the information to be non-confidential under section 
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57 of the APRA Act. APRA has an obligation under subsection 57(3) to give interested parties 
an opportunity to make representations whether information reported under the reporting 
standards contains confidential information. 

APRA’s current level 2 NCPD publication, followed extensive consultation in 2008 and 2009 
on the confidentiality of data to be published, and has struck the appropriate balance between 
protecting commercially sensitive information and the public interest. The current level 2 
NCPD publication enables the public to gain further insight into the Australian insurance 
market. 

APRA now seeks further representations from interested parties on the publication of data in 
the NCPD data collection, in particular whether cyber insurance and management liability 
data, to be collected as separate standalone categories under the revised data collection, 
should remain confidential.  

Submissions may address APRA’s proposal to apply the same level of aggregation used 
within the current level 2 NCPD publications in publishing the cyber insurance and 
management liability data as though ‘Cyber insurance’ and ‘Management liability’ were 
included as categories under paragraph (5)(G) ‘Products’ of Australian Prudential Regulation 
Authority (confidentiality) determination No.1 of 2019 (the current confidentiality 
determination). Please refer to the current confidentiality determination2 for further detail on 
this level of aggregation. 

Invitation  

APRA encourages all parties to make submissions on: 

• timing for the commencement of the cyber insurance and management liability data 
collection including the ability to provide quality data. APRA recognises the strain on 
industry from recent events, including disruption related to COVID-19. As such we have 
extended the consultation period to six weeks and note some of these factors may require 
initial collections to be on a best endeavours basis; 

• appropriateness of the three additional cause of loss codes; 

• definitions for cyber insurance and management liability; 

• treatment of historical data; 

• APRA’s proposed publication of data in the NCPD data collection, in particular the new 
data proposed to be collected; 

• the benefits or costs associated with the proposed data collection; and 

• any other comments regarding APRA’s proposal. 

The proposed changes to the collection of data will be subject to a six week public consultation 
period. Written submissions on the proposed changes should be sent to 
dataanalytics@apra.gov.au by 17 December 2020 and addressed to Manager, Regulatory 
Reporting, Data Analytics, or write to: 

                                                
2 https://www.legislation.gov.au/Details/F2019L00991  

mailto:dataanalytics@apra.gov.au
https://www.legislation.gov.au/Details/F2019L00991
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Manager, Regulatory Reporting, Data Analytics 
Australian Prudential Regulation Authority 
GPO Box 9836 
Sydney NSW 2001 

 

Yours sincerely, 

 

 

Alison Bliss 

General Manager 

Data Analytics and Insights 

 

Important disclosure notice – publication of submissions  

All information in submissions will be made available to the public on the APRA website unless 
a respondent expressly requests that all or part of the submission is to remain in confidence. 
Automatically generated confidentiality statements in emails do not suffice for this purpose. 
Respondents who would like part of their submission to remain in confidence should provide 
this information marked as confidential in a separate attachment. 

Submissions may be the subject of a request for access made under the Freedom of 
Information Act 1982 (FOIA). APRA will determine such requests, if any, in accordance with 
the provisions of the FOIA. Information in the submission about any APRA-regulated entity 
that is not in the public domain and that is identified as confidential will be protected by section 
56 of the APRA Act and will therefore be exempt from production under the FOIA. 
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APPENDIX 1 – PROPOSED CHANGES TO THE NCPD 

New product types (highlighted): 

Product Type (Table 1)  

Class Public & 
Products 

Professional 
Risk 

Public liability (pure)  PUB   

Products liability (pure) and product recall  PRO   

Mixed public/products cover ('Broadform' liability)  BRD   

Cyber Insurance3 CYB  

Construction liability  CON   

Environmental impairment liability  EIL   

Excess Liability  EXL   

Excess Umbrella  EXU   

Umbrella covers  UMB   

Other  PLO   

Professional indemnity (not medical malpractice) and 
errors & omissions  

 PII  

Association Liability   ASN  

Management Liability4  MAN 

Directors' and Officers' liability   D&O  

Defamation Insurance   DFI  

Employment Practices   EPL  

Financial Institutions Policy   FIP  

Information & Communication Technology Insurance   ICT  

Medical Indemnity/Malpractice   MAL  

Superannuation Trustees   STL  

Other   PIO  

 

                                                
3 Previously part of PLO 

4 Previously part of D&O 
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New causes of loss (highlighted): 

APRA Code  Claim Type – Public & Products Liability 
(Table 4)  

Current ISA Code(s)  
(for information only)  

ABM  Abuse/molestation  L12  

ANM  Animal bite/attack/impact  L88,L16, L62  

ASB  Asbestos/Dust Diseases  L14  

CAT Catastrophe, e.g. Cyclone, earthquake  

CUS  Care/custody/control  L50  

COL  Collapse of 
building/structure/subsidence/landslide/weakening 
and or removal of 
supports/rusting/oxidation/discoloration including 
concrete cancer  

L18, L42, L86, L40  

CYF Cyber – 1st party loss  

CYO Cyber – other  

CYT Cyber – 3rd party loss  

DFM  Defamation/slander  L53  

DSC  Discrimination/harassment  L54  

ELC  Electrocution  L21  

ENV  Environmental contamination or 
pollution/spray/drift/other contamination/exposure to 
or contact with substance/ Not mould or asbestos  

L72, L80, L19, L24  

EQB  Equipment breakdown and accidental breakage  L22, L11  

EXP  Explosion and/or vibration/exposure to sudden or 
long-term sound or noise/excavation/drilling damage  

L23, L56, L43, L65  

FLL  Fall including from height and slip & fall  L25, L41  

FPW  Faulty product/faulty workmanship  L51, L59  

FIR  Fire including welding  L27, L87  

IMP  Impact or damage by object/vehicle/person, including 
physical assault/trapped by machinery or equipment  

L30, L44, L66, L37, L83  

LSL  Lease liabilities  L64  

LFT  Lifting, carrying or putting down objects/machinery 
use/repetitive or overuse injury  

L63, L66, L77  

MLD  Mould  L89  
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APRA Code  Claim Type – Public & Products Liability 
(Table 4)  

Current ISA Code(s)  
(for information only)  

NEG  Failed or injurious treatment by practitioner or 
consultant, or negligent advice  

L29, L69  

OTH  Other non-financial loss i.e. losses with no tangible 
value attached such as 'Pain and Suffering'  

L48  

OFN  Other financial loss i.e. losses that are tangible  L26  

WTR  Water  L46  

WKR  Worker to worker injury  L47  
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APPENDIX 2 – VISUALISATION OF APPLICATION OF CAUSE OF LOSS CODES 

Cause of Loss All other existing 
NCPD products 

Cyber Insurance Management Liability 

All other cause of 
loss codes 

Returns from 
December 2020 
onward separate 
Cyber and ML 

December 2020 
returns onward 
capturing standalone 
cyber claims 

December 2020 
returns onward 

Cyber – First Party 
Loss 

December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 

December 2020 
returns onward 
capturing standalone 
cyber claims 

December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 

Cyber – Third Party 
Loss 

December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 

December 2020 
returns onward 
capturing standalone 
cyber claims 

December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 

Cyber - Other December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 

December 2020 
returns onward 
capturing standalone 
cyber claims 

December 2020 
returns onward, 
capturing 
affirmative/non-
affirmative cyber 
claims 
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APPENDIX 3 – IMPACTED REPORTING FORMS 

The four reporting standards that are expected to be impacted include:  

• GRS 800.1 Policy Data: Public and Product Liability and Professional Indemnity Insurance 

• GRS 800.2 Claims Data: Public and Product Liability and Professional Indemnity 
Insurance 

• LOLRS 800.1 Policy Data for Lloyd’s: Public and Product Liability and Professional 
Indemnity Insurance 

• LOLRS 800.2 Claims Data for Lloyd’s: Public and Product Liability and Professional 
Indemnity Insurance 

Whilst not directly impacted, APRA also intends to refresh reporting standards GRS 800.3 
Facility Business Data: Public and Product Liability and Professional Indemnity Insurance and 
LOLRS 800.3 Lloyd’s Facility Business Data: Public and Product Liability and Professional 
Indemnity Insurance to ensure these remain consistent with more recent reporting standards. 

Copies of the draft reporting standards are included on the consultation page. 
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