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Introduction

Banks intending to apply the Advanced Measurement
Approach (AMA) to Operational Risk are required

to use scenario analysis as one of the key data

inputs into their capital model! Scenario analysis is

a forward-looking approach, and it can be used to
complement the banks’ short recorded history of
operational risk losses, especially for low frequency
high impact events (LFHI).

A common approach taken by banks” is to ask staff
with relevant business expertise to estimate the
frequency and impact for the plausible scenarios that
have been identified. A range of techniques is available
for eliciting these assessments from business managers
and subject matter experts, each with its own
strengths and weaknesses. More than thirty years of
academic literature is available in the area of eliciting
probability assessments from experts. Much of this
literature is informed by psychologists, economists
and decision analysts, who have done research into
the difficulties people face when trying to make
probability assessments. The literature provides insight
into the sources of uncertainty and bias surrounding
scenario assessments, and the methods available for
their mitigation.

The purpose of this paper is to increase awareness of
the techniques that are available to ensure scenario
analysis is conducted in a structured and robust
manner. Banks should be aware of the variety of
methods available, and should consider applying a
range of techniques as appropriate.

" APRA (2007, Attachment B, Paragraph 3, p13), and Basel Committee on Banking Supervision (2006, Paragraph 665, p150).
2 ‘Banks’ in this paper refers to those institutions who have applied to APRA for use of the Advanced Measurement Approach (AMA) to Operational Risk.
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Subject Matter Experts or Statisticians

Expertise in a subject matter is not the same as
expertise in probability and statistics. Participants in
AMA scenario workshops are usually business unit
managers and other staff with relevant business
experience, typically chosen by the bank’s Group
Operational Risk (GOR) function. Jenkinson (2005,
p1) classifies these individuals as substantive experts,
reflecting their expertise in the subject matter under
consideration. Alternatively, normative experts are
those who are trained in elicitation methods or have
good numeracy skills.

Kadane and Wolfson (1998, p3) assert that the goal

of elicitation is “to make it as easy as possible for
subject matter experts to tell us what they believe, in
probabilistic terms, while reducing how much they
need to know about probability theory to do so”.

The structure of scenario analysis workshops, and

the design and wording of the questions asked, will
determine how much the participants will need to
know about statistics and probability to complete their
assessments meaningfully.

Trying to specify one’s beliefs in probabilistic terms
can be a difficult task, and it is not always easy to avoid
being illogical or inconsistent. Normative experts

can play a role in identifying these inconsistencies

by facilitating the scenario workshops. Banks should
include such normative experts throughout the
scenario analysis process to ensure that consistent and
robust estimates are made.
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Judgemental Biases

Conscious or subconscious discrepancies between a
participant’s responses and an accurate description
of their underlying knowledge are termed ‘biases’
(Spetzler and Von Holstein, 1975, p345).

® Subconscious, or judgemental, biases arise as a
consequence of the limitations in one’s memory
or information processing capacity.

e Conscious, or motivational, biases arise when the
participant has an interest in influencing the results
of the analysis.

The following discussion covers some of the biases
identified in the literature that have become evident in
banks’ current approaches to AMA scenario analysis.
Banks can explore these biases in an attempt to elicit
scenario assessments that more accurately reflect the
experts’ underlying beliefs about future outcomes.

Availability Bias

Availability refers to the ease with which relevant
information is recalled or visualised. For example,
one may assess the probability of developing cancer
by recalling how many of their acquaintances have
suffered from the illness. In scenario analysis, the
availability bias can arise in the process of identifying
the relevant scenarios to be assessed. Most banks
have acknowledged that not every plausible scenario
will be identified, and they have recognised the use
of external loss data in inspiring scenarios that might
have otherwise been overlooked.

Availability can also affect the frequency assessments.
The likelihood or frequency of an event may be
overstated if a relevant event is in close proximity;
that is, if the event has occurred recently in the
market the participants operate in, or if it has been
personally experienced by them. For example, one
may overestimate the risk of an office fire if they
have personally experienced a fire, since it is readily
available in their memory. Conversely, the likelihood
may be underestimated if the participants have not
previously experienced the event. The extent of this
understatement will depend on the ease with which
the participants can imagine the situation, and it can
be influenced by the level of detail with which the
scenario is described or discussed in the workshop.
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Anchoring

When people make quantitative estimates, they start
from an initial value and then adjust it to yield their
final answer (Kahnemann and Tversky 1974, p1128).
Consequently, different starting points will lead to
different estimates. Hammond, Keeny and Raiffa
(1998, p48) conducted an experiment to illustrate the
anchoring trap. They asked one group of people the
following two questions:

(i) Is the population of Turkey greater than 35 million?
(i) What is your best estimate of Turkey’s population?

They then asked a different group of people the same
two questions, but replaced ‘35 million” with “100
million” in the first question. Their results showed that
the anchor created by the first question significantly
affected people’s answers to the second question.
The second group consistently estimated Turkey’s
population to be millions higher than the first group.

In essence, anchoring is a particular instance of the
availability bias. The information contained in the
assessment questions is readily available to the expert,
and it may overshadow their prior knowledge and
distort their underlying beliefs.

A common starting point for AMA scenario analysis
has been the review of external loss data. While use of
external data can help to overcome the availability bias
in identifying or imagining scenarios, the provision of
external frequency and impact statistics can act as an
anchor for the participants’ estimates.

In extreme cases, the participants will not adjust from
the anchor at all. This will often occur when there is a
high level of uncertainty surrounding the assessment.
It has been particularly noticeable in participants’
frequency assessments. It is important that banks
recognise the implications of participants replicating
external loss data for scenario analysis, as their
models often assume that scenario analysis results are
independent of the external loss data.



Participants may not appreciate the uncertainty
surrounding the use of external data, caused by factors
such as small sample size, irrelevance and reporting
bias. In APRA's review of AMA applications in Australia,
scenario workshop participants have expressed the
difficulty they have faced in finding relevant examples
from external data, and in some cases they have been
unable to find relevant data at all. Notwithstanding this,
participants have often duplicated the external data as
their own subjective assessments.

Subject matter experts are likely to have underlying
knowledge and beliefs about the quantities they are
being asked to assess, and they may be capable of
estimating these quantities instinctively, without the
help of data. To ensure that the external data provided
does not deemphasise that knowledge, banks could
consider recording the experts’ assessments both
before and after the data is made available to them.
The experts should be asked to provide justification
for any changes made to their assessments in light of
the data provided.

If statistical data is not made available, experts will
resort to a different anchor. Often this will be their
subjective ‘best estimate’ of the quantity in question,
since this is usually the next most available piece of
information. Anchoring on the best estimate is an
important bias to be aware of for impact assessments,
particularly if the participants are being asked to
estimate an extreme value such as a worst case or a
90" percentile. The best estimate is a more central
value, and the upward adjustment required to reach an
extreme value may be insufficient. This means that the
extreme values will be understated, and the resulting
distribution will be too tight (Kahnemann and Tversky,
1974, p1129).

A technique available to overcome this bias is to ask
the participants what they consider to be extreme
values for the impact, and then ask for scenarios that
might lead to outcomes outside of those extremes.
Eliciting such extreme values makes them available to
the participants (deliberate use of availability) and can
help to overcome the insufficient upward adjustment
from the central best estimate anchor (Spetzler and
Von Holstein, 1975, p354).
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Motivational bias

Motivational biases arising in scenario analysis can
lead to the understatement of frequency and impact
assessments, overstatement of the effectiveness of
controls, and understatement of the uncertainty
surrounding the assessments made. Hillson and
Hullet (2004, p3) note that motivational biases are
particularly evident among more senior managers.

Normative experts or the workshop facilitators
can explain to the workshop participants that
scenario analysis is not a projection, and admitting
that these large losses can occur is not a reflection
of the manager’s performance. Managers may be
uncomfortable making assessments at extreme
percentiles. They may not want to acknowledge
that they could ever incur such large losses as it
reflects badly on their controls. Managers may feel
that admitting the fallibility of controls can give the
perception of deficient risk management practices,
and they often become defensive when asked to
estimate extreme losses for their business unit.

Motivational bias can affect the participants’ estimate
of the uncertainty surrounding their assessments. An
expert may conceal the full extent of the uncertainty
that they feel, because they presume that someone

in their position is expected to know, with a high
degree of certainty, what could happen in their area of
expertise (Spetzler and Von Holstein, 1975, p345).

Managers also have an incentive to understate potential
losses in order to reduce the capital that is allocated to
their business unit. Some banks have made scenario
estimates transparent across the organisation, so that
they are essentially subject to peer review, in addition to
the formal challenge process.



Uncertainty or Variability

Workshop participants may become overly focussed
on making point estimates to quantify frequency
and impact, and lose sight of the inherent variability
surrounding these quantities. Extreme operational
risk events are random by their nature, and business
experts should not expect to be able to predict
their frequency and impact with a high degree of
accuracy. It may be useful for normative experts to
introduce participants to the notion of stochastic and
deterministic quantities®, and explain that there is a
range of possible outcomes for the frequency and
impact associated with each scenario.

Daneshkhah (2004, p1-2) provides a distinction
between two sources of uncertainty that come into
play during elicitation:

e Aleatory uncertainty arises from natural,
unpredictable variation in the quantity under
consideration. It is also described as irreducible
uncertainty, since it cannot be reduced by further
investigation;

e Epistemic uncertainty is due to a lack of knowledge
about the quantity to be estimated. It is also called
reducible uncertainty since it can be reduced with
sufficient study or the knowledge of experts.

Anderson and Hattis (1999, p47) discuss the concept
in terms of uncertainty and variability:

* Variability is an objective property representing
heterogeneity in a population, and is irreducible by
additional measurements;

®  Uncertainty refers to partial ignorance or imperfect
knowledge on the part of the expert, and may be
reduced by further measurement.

One way a bank can attempt to separate these sources
of uncertainty is to ask the experts to:

e describe what they believe to be the natural
variability of the frequency and impact
distributions (aleatory uncertainty);

* express how confident or uncertain they feel
about the quantities they have estimated
(epistemic uncertainty).

The distinction between epistemic and aleatory
uncertainty can be useful since epistemic uncertainty
can be reduced. Oakley and O’Hagan (2004, p240)
refer to the use of sensitivity analysis in identifying
the scope for reducing uncertainty due to epistemic
sources.

3 A deterministic solution considers only one possible realisation of how a process might evolve over time. A stochastic process allows for the underlying
randomness of the process by using probability distributions to represent a range of possible outcomes.
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Likelihood Assessments

Estimates of likelihood can be particularly problematic
when considering rare events (Spetzler and Von
Holstein, 1975, p351-352). Participants may find it
difficult to distinguish between a .001 likelihood and
a.0001 likelihood, and, to aggravate the situation,
there is less data for the participants to consider. The
difficulties involved in estimating the likelihood of rare
events make the participants prone to a number of
estimating biases, and hence the assessments are less
reliable (Hillson and Hullet, 2004, p2).

Anchoring on external loss data is particularly
noticeable in participants’ likelihood assessments.
Despite the fact that the data may be scanty, unreliable
or outdated, scenario workshop participants have
shown over-reliance on the external likelihood data,

to compensate for the difficulties of estimating the
probabilities instinctively. Banks need to understand
and manage these sources of biases if realistic and
useful assessments of likelihood are to be made.

Hillson and Hullet (2004, p2-4) discuss the importance
of using a meaningful scale to assess probability.
Severity assessments are measured in dollars, which is
an unambiguous and familiar scale. Probabilities can
be assessed using alternative terms such as frequency,
likelihood, or chance, which can sometimes cause
confusion. The scale can be described using labels
(low, medium, high), phrases (impossible, probable,
likely), odds (1:50, 1:10), numbers (percentages 1%,
or decimals .01) or ranges (<1%, 1-5%, 5-10%). Each
method has its own strengths and weaknesses. Labels
and phrases can be interpreted subjectively, odds may
be difficult to order, specific percentage or decimal
values introduce spurious accuracy, and fixed ranges
are artificial and may not reflect the true range of
probability for a given risk.
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Most banks have defined and asked for the ‘frequency’
of events occurring more than once per year (n events
per year), and the ‘likelihood’ of events occurring less
than once per year (1inn years). The ‘1 in n years’ is
then converted into a percentage for use in modelling
as the likelihood of the event occurring over a one-
year horizon. It may be useful to verify the participants’
assessment of likelihood over an n-year horizon by
asking them whether the percentage likelihood for a
one-year horizon agrees with their beliefs.

Banks have generally chosen not to use the raw
frequency assessments from scenario workshops in
their capital models. Instead, they have calibrated or
over-ridden the scenario frequencies with internal

or external frequency statistics. Their justification
has been that the estimated frequencies, when
aggregated, are irrational and grossly misaligned with
internal and external data sources. Where banks
have adjusted or over-ridden the frequencies in the
modelling, they should challenge or reassess the
individual scenario assessments, so that the estimates
are reasonable both in isolation and in aggregate.



Severity Assessments

The severity of each scenario will have a range of
possible values. Normative experts should discuss
this concept with workshop participants to get
them thinking in terms of probability distributions.
Kahnemann and Tversky (1974, p1129) discuss two
different ways of eliciting subjective probability
distributions:

i) asking the expert to select values that correspond
to specified percentiles of the underlying
probability distribution;

ii) asking the expert to assess the probabilities that
the true value will exceed some specified values.

Banks could consider using one method as their
primary method, and using the other method to check
the participants for consistency.

Under the first method, banks must decide which
percentiles they will ask the experts to assess.
Examples include the median, 90*, 95%, 99" and 99.9*
percentiles. Some banks have asked participants to
assess a “worst case” value, where the worst case is
statistically defined as one of the extreme percentiles.
Other measures that can be elicited include the mean
and the mode. The mean requires consideration of
the entire distribution, while the mode, the most
frequent value, allows the assessment to be made
without considering extreme values. The role of the
normative expert becomes important in overseeing
the assessment of these statistical values, since the
workshop participants may misinterpret what is being
asked of them if they lack sound statistical knowledge.

Banks have the option of asking participants to make
their assessment as a point estimate or to select from
a number of ranges where they believe the severity is
likely to belong. Point estimates can introduce spurious
accuracy and the expert may become uncomfortable
in attempting to assess a highly uncertain value with
such precision. Asking for the assessment in buckets

or ranges can be useful, depending on how the ranges
are constructed.

Hobbs and Kreinovich (2001) assert that people feel
uncomfortable making a choice on a more detailed
scale, with finer granules, or on a coarser scale, with
wider ranges, and that there is an optimal choice

of granularity that can be used to elicit people’s
estimates®. Artificial ranges that are set by some
arbitrary formula may not be useful for the expert to
assess a quantity meaningfully. If the ranges are too
small, the expert may believe the quantity could span
a number of adjacent ranges. If the ranges are too
wide, the expert may not believe that the quantity
would ever span the entire range they have had to
select. This can undermine the approaches which use
a uniform distribution, bounded by the endpoints of
each range, to simulate losses based on the expert’s
opinion for the capital calculation.

Oakley and O’Hagan (2004, p244) contend that

the expert is unlikely to believe that the quantity is
uniformly distributed over a large range, and that
limiting the elicitation to a wide interval selection is
under-using access to experts. If the expert has more
information than what has been elicited, banks should
consider the possibility that they are throwing away
valuable information.

* They show that the optimal granularity is in using half-orders of magnitude, i.e. that the next range starts 10°%, or roughly 3-4 times, after the previous one.
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Using Multiple Experts

Scenario assessments can be made by a single expert
or a number of experts. Different experts may have
differing points of view, and the bank needs to decide
how to combine their estimates. Jenkinson (2005,
p27) describes two types of method that can be used
to combine multiple assessments:

® The mathematical approach, in which the
assessments are first elicited individually and
then aggregated using a weighting approach. The
weights can be determined based on the level
of expertise of each expert. The method should
consider the lack of independence in the opinions
of the experts, e.g. due to common knowledge.

*  The behavioural approach, which asks a group of
experts to share information between themselves,
and establish a consensus assessment.

Oakley and O’Hagan (2004, p247) express a
preference for the behavioural approach. They
consider whether a mathematical or weighted average
opinion really represents anyone’s opinion at all.

The behavioural approach is also better aligned to

the Basel Il Framework, as it promotes discussion of
operational risk between workshop participants, and it
increases awareness of risk exposures for management
purposes. Clemen and Winkler (2005) and Ariely et

al (2000) provide a detailed discussion of aggregating
probability distributions and averaging probability
estimates between experts.
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Challenge and Validation

The practical difficulties associated with elicitation
can cause the assessments to be poorly calibrated
or internally inconsistent (Clemen and Fox, 2005,
p2, and Oakely and O’Hagan, 2004, p241). The
challenge and verification process can identify and
correct assessments that are illogical, inconsistent,
or incoherent. Challenge can take place during the
workshop if multiple experts challenge each other,
or from the normative expert acting as facilitator.
Challenge can also take place outside the workshop
by those who are higher up in the organisation (such
as Directors or Executive General Managers), deeper
down in the organisation (topic experts, for example
from IT or HR), and those who span all across the
organisation (such as the Group Operational Risk
(GOR) function).

The ‘Scenario-based AMA Working Group’ (2003, p4)
identifies five techniques that can be used in validation
of scenario assessments:

e the “two pairs of eyes principle”
¢ internal audit of the risk assessment process

® comparison of actual losses against experts’
expectations

® comparison of the outcome of scenario
assessments against internal audit findings

challenge by Group functions such as Risk

Kadane and Wolfson (1998, p4) contend that frequent
feedback should be given to the expert during the
elicitation process. Feedback describing the elicited
distribution allows the expert an opportunity refute
any features introduced by the analyst (Oakley

and O’Hagan, 2004, p246). The responses can be
checked for consistency, and to see if the expert really
believes them. A graphical or visual representation of
the elicited distribution can also be a useful test for
validation (Spetzler and Von Holstein, 1974, p355).

Australian Prudential Regulation Authority

Spetzler and Von Holstein (1974, p356) assert that
having the expert assign a probability distribution
without the help of an analyst often leads to poor
assessments, even for experts who are well trained in
probability or statistics. A normative expert can play a
role in identifying any biases affecting the assessments.
Normative experts can look for and challenge
inconsistencies, and can reveal which information is
most available, any anchors that are being used, and
whether any implicit assumptions are being made.
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Importance of Documentation

Thorough documentation of the scenario assessment
workshops provides transparency for third parties to
evaluate how the assessments were reasoned. This
can be useful for the challenge and validation process
described above, and for the reassessment of those
scenarios at future workshops.

The documentation provides a means of checking for
consistency between business units running separate
scenario assessment workshops. If sufficiently detailed,
the documentation can allow third parties to identify
any biases or misinterpretation of the questions being
asked, that may have been overlooked during the
workshop.

The extent of the documentation required has varied
across banks. Where the recording of justification

for assessments has not been enforced, it has often
been left blank or has provided insufficient detail for a
third party to assess the rationale behind an estimate.
Particularly, the documentation has often lacked any
evidence of discussions surrounding the participants’
interpretation of the statistical terms, such as a ‘worst
case’ or extreme percentile value. The documentation
has not included an adequate justification for why

an assessment is believed to represent a certain
percentile. This makes it difficult for third parties to
assess whether the participants have understood the
exercise, and whether they have made assessments
consistent with the questions being asked.
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Conclusion

Banks use scenario analysis to evaluate their exposure
to operational risks, particularly those low-frequency /
high-impact events for which they lack sufficient
relevant data. Most banks have only conducted a few
‘rounds’ of scenario analysis for their operational

risk measurement system, leaving further scope for
improving the design and conduct of the process.

Academic literature is available covering a wide

range of issues relating to scenario analysis and
eliciting subjective probability assessments from
experts. The literature provides a rich discussion

of opportunities to enhance the robustness of the
scenario assessment process. Further guidance can be
sought from reviewing the use of scenario analysis in
other industries, including medicine, nuclear energy,
veterinary science, agriculture, meteorology, business
studies and economics (see Jenkinson, 2005).

The use of a facilitator with elicitation skills can

assist the subject matter experts in interpreting
statistical terms and concepts, and can identify any
inconsistencies or biases that may arise. Thorough
documentation provides transparency for third parties
to interpret the rationale behind the assessments, and
allows the evaluation of consistency within and across
assessments.

Banks can improve their scenario analysis process

by increasing their awareness of elicitation biases

and uncertainties. Action can be taken to counteract
assessment biases and to mitigate uncertainty, and as a
result, banks can elicit scenario assessments that more
accurately reflect experts’ underlying beliefs about
future outcomes.
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