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Objective

The Australian Prudential Regulation Authority 
(APRA) states in its prudential standard (APS115), that 
ADIs1 (hereafter banks) wishing to implement the 
Advanced Measurement Approach (AMA) to calculate 
their Operational Risk Regulatory Capital (ORRC), 
must incorporate either implicitly or explicitly, internal 
and external loss data (ILD and ELD), scenario 
analysis (SA) and business environment and internal 
control factors (BEICFs) into their operational risk 
measurement system.

Through the collection of ILD, banks are able to 
ascertain information on commonly occurring low 
impact operational risk losses. However, to complete 
their loss profile, both ELD and SA are used to 
supplement the bank’s internal loss experience with the 
“infrequent yet potentially severe operational risk loss 
events”2 not usually experienced in a banks loss history. 

The main limitation of utilising ELD for such a 
purpose is the inherent biases apparent in the data. 
This paper explores the biases inherent in ELD and 
the subsequent problems faced when incorporating 
external data into the AMA. 

1  Authorised Deposit-taking Institutions (ADIs) are corporations which are authorised under the Banking Act 1959 . ADIs  include banks, building 
societies and credit unions. 

2  APS115 (Attachment B, para 32) Australian Prudential Regulation Authority.
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Data Sources

Because operational risk loss recording and 
measurement is a relatively new discipline, sources of 
ELD are still in their infancy. There are three types of 
external loss databases currently available to banks, 
each with its own pros and cons:

• Publicly available data – These databases are 
made up of operational risk losses reported in 
newspapers, magazines, press releases, etc. Losses 
are generally collected over a common threshold 
and compiled in a database with information 
regarding the size and location of the firm. These 
databases typically contain only very large losses 
from large financial institutions, which are likely to 
attract the attention of media and shareholders. 
For example, a large loss which results in litigation 
is difficult to keep out of the media and as such 
is more likely to appear in public data. Dahen 
and Dionne (2007, p7) comment that using only 
publicly available losses to supplement ILD will 
fill out the extreme losses missing in the tail, but 
certain types of risks, such as ‘Execution, Delivery 
and Process Management’, will not be properly 
represented, as losses of this nature are unlikely to 
be reported in the media. It should be noted that 
losses sourced from public data may be subject to 
rounding errors arising from the nature of their 
collection and the imperfect information available 
in the media.

• Insurance data – Provided by insurance brokers 
such as AON, Willis and Marsh, this data 
originates from insurance claims made by financial 
institutions. Insurance data is generally quite 
reliable as the figures are sourced directly from the 
institutions (Dahen and Dionne 2007). However, 
the coverage of risk types depends on the range 
of policies held by institutions, the deductibles 
taken, and is restricted to those risk types which 
are insurable. 

• Consortium Data – Consortium databases contain 
non-public data sourced from participating 
financial institutions. Providers such as Operational 
Risk Exchange (ORX) and the British Bankers 
Association (BBA) compile data from consenting 
institutions and provide anonymous statistical 
analysis to them with “data based upon the 
business lines and/or locations and/or events for 
which they provided data.”(Baud et al 2002, p3) 

Consortium based data span a wider array of loss 
amounts, and cover a broader range of loss types 
than other external data sources. However, to ensure 
anonymity, any descriptive information regarding 
the origin of the loss is removed, and only general 
statistics are provided to the consortium members, 
making meaningful scaling of the data more difficult. 
Each consortium database has its own collection 
threshold (typically €20,000 – €25,000), but it is 
unknown what the internal threshold is for each of 
the contributing banks, and whether it falls above 
or below the consortium threshold. The major 
disadvantage of this source of data is that it does not 
allow event-by-event access to the losses. Therefore, 
these data can not be used to construct a database 
combining internal and external data. (Dahen and 
Dionne 2007) 

Utilising publicly reported operational losses 
for modelling purposes involves a number of 
considerations. As Gustafsson et al (2006) point 
out, the losses chosen for modelling should be 
representative of the organisation as far as is 
practicable, facilitating the use of both internal and 
external data in the modelling process.

Australian banks have used a combination of publicly 
available and consortium external databases as an 
input into operational risk measurement. However, 
due to the biases inherent in ELD, the use of the data 
in its raw state is somewhat limited. 

3  For example Fitch First Database has a threshold of US$1m .
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Inherent Bias

Reporting Bias

Reporting bias affects all external data types. It 
occurs when loss data in an external database is not 
considered a random sample of the population of 
data, indicating that each loss is reported with unequal 
probability (de Fontnouvelle et al 2003).

Reporting bias in consortium data relates to the 
unknown loss collection thresholds of the contributing 
institutions. Generally, consortium databases will 
have their own loss collection threshold ‘A’, and 
each contributing institution will have a differing 
loss collection threshold ‘B’. However, banks using 
the consortium database as a source of ELD cannot 
assume a complete loss profile, as the institution’s 
collection threshold ‘B’ is unknown. 

• If ‘B’ < ‘A’ then valuable data collected by 
the institution is lost when the consortium 
truncates the losses at their threshold ‘A’, giving 
a false impression of the quantiles in their loss 
distribution. 

• If ‘A’ < ‘B’ then it appears that the contributing 
institution suffered no losses below ‘B’, when 
in reality the institution’s reporting threshold 
could be higher than ‘B’ or they made a strategic 
decision to only submit losses above ‘B’ to the 
consortium. 

In current consortium databases, it is not possible 
to observe whether an institution has reported 
losses above or below the consortium threshold, 
because losses from individual institutions are not 
identified.  In response, Baud et al (2002) developed 
a method of removing the collection bias from the 
ELD, whereby each institution’s collection threshold 
is treated as an unknown variable following some 
statistical distribution. Their method uses statistical 
techniques to find the optimal (expected) value of the 
threshold for each institution, allowing both ILD and 

ELD to be pooled together. As noted by the authors, 
the fundamental limitation in their method is that 
they assume that ELD is drawn from the same loss 
distribution as ILD, but with external data truncated 
above a common threshold. Because this assumption 
is not statistically true for all data sets, results become 
spurious if the assumption is violated. Their method is 
also computationally intensive where there are many 
contributing institutions.

In insurance data, reporting bias occurs because the 
probability that an operational risk loss is claimed for, 
and thus included in the insurance data set, depends 
on the size of the deductible and the type of insurance 
policy. Because insurance datasets share similar 
characteristics to consortium datasets, similar methods 
for removing reporting bias can be used.

In publicly available data, larger firms and losses 
are more likely to be reported in the media due to 
factors such as the size and nature of the loss etc. If 
the probability of a loss being reported increases with 
the severity of the loss, then there will be an over-
representation of large severity losses in the database. 
For example, a database that hypothetically reports 
every $100m loss but only one in every ten losses 
of $20m, would overstate the proportion of $100m 
losses to $20m losses by a factor of 10, giving a false 
impression of the population of losses. As such, using 
publicly available data without correction for reporting 
bias may lead to an overstatement of large losses, thus 
inflating the capital requirement (Baud et al 2002).

Gustafsson et al (2006) propose a correction method 
whereby Subject Matter Experts (SMEs) are asked to 
estimate the extent to which reporting bias appears in 
publicly available data per Basel risk type at different 
loss sizes. These estimates are then used to derive an 
under-reporting function which, when combined with 
publicly available data, creates an estimate of a bank’s 
true loss profile. However, using SMEs to estimate 
the under-reporting bias can lead to additional biases 
instilled in the estimates, arising from the inherent 
subjectivity of the probability elicitation process. 
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De Fontnouvelle et al (2003) have used the 
methods of Baud et al (2002) mentioned above and 
applied them to public datasets. They state that “an 
operational loss is publicly reported only if it exceeds 
some unobserved truncation4 point. Because the 
truncation point is unobserved, it is a random variable” 
(de Fontnouvelle et al 2003, p10), which can be 
modelled using a random truncation model. 

Few Australian banks try to correct for reporting 
bias in external databases. Some have stated that 
by not correcting for reporting bias they are adding 
conservatism to their capital figure. For example, in 
public databases the over-representation of large 
losses may lead to an increase in capital. However, 
by not correcting for reporting bias, any parameter 
estimates drawn from the data will be similarly 
biased and produce spurious results, which are not 
representative of the banks loss profile. 

Control Bias

Control bias appears in all external databases. It refers 
to the relevance of losses that come from institutions 
with different control mechanisms. All losses arise as a 
consequence of a specific set of circumstances due to 
a lack of, or failure in controls. As such, not all losses 
will be relevant to all banks. In such cases, institutions 
use simple rules to obtain a subset of the external 
database that is most relevant to their own operations 
and control structure. For example, a retail bank that 
operates predominately in residential and commercial 
mortgages with no trading operations would not 
experience any losses due to rogue trading. Thus 
banks must recognise the contrast between losses 
that are relatively unlikely (such as terrorist attacks), 
which must be incorporated into the data collection 
process, and those that should be excluded on the 
grounds of irrelevance. 

Khan, Moncelet and Pinch (2006, p22) warn against 
selecting relevant data points on the basis of similar 
quality control standards unless an objective way of 
doing so is formulated. If a bank was to filter external 
data to eliminate control bias then it would need to 
identify which businesses, in which organisations have 
similar control structures to their own, and eliminate 
those which do not meet certain criteria.  However, 
due to the disclosure constraints of external data, it is 
difficult to know what control structures are in place 
for each business line, from each institution. 

When filtering ELD, Khan et al (2006, p26) suggest 
that a bank’s subject matter experts should ask 
themselves not if the loss could occur, but “what is 
the relative probability of a loss of this size taking 
place in my business in relation to other losses of 
different sizes?” Any answer given would be subjective, 
given that virtually any event has some probability 
of occurring. Khan et al (2006) suggests that banks 
should not ‘cherry pick’ losses from relevant subsets 
of data (i.e. relevant to the user of the data in terms 
of their business operations), because one cannot 
know whether a certain loss is really more relevant 
than another. Instead, a better approach would use “all 
relevant external data, so that the data — in the context 
of a distribution — can explain the relative probabilities 
associated with each loss level for an average bank in 
that line of business” (Khan et al p21, 2006).

4   The term “truncation point” refers to the unobserved,  observation-specific random variable that determines whether a loss event is publicly reported 
and included in the external databases.
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To illustrate, Figure 1 depicts the loss frequencies 
and severities for a relevant business line taken from 
an external loss database. It shows that the relative 
probability of a $5m loss to a $15m loss is 2:1. In Figure 
2, notice that if individual losses are ‘cherry picked’ 
from the distribution because they are deemed ‘more 
relevant’, the relative probability of a $5m loss to a 
$15m loss is now overstated at 5:1. Looking at figures 
1 and 2 it can be seen that picking individual data 
points from a relevant subset of losses completely 
distorts the loss profile for that business line. Khan et 
al (2006) points out that loss data essentially contains 
two pieces of information, the magnitude of loss and 
its relative frequency. By cherry picking losses a bank 
is effectively rendering the external data worthless as 
it removes the relative probability of loss and distorts 
the underlying risk profile. 

Scale Bias

Scale bias is apparent in all external loss databases, 
and exists because the losses recorded within 
each database come from institutions of different 
magnitudes (in terms of their operations, assets, 
number of employees, revenue, etc.). As a result, many 
banks use a severity scaling mechanism applied to 
losses within the external database to scale loss values 
up or down.

Shih, Khan and Medapa (2000) have shown that 
there is some correlation between both the frequency 
and severity of a loss and the size of a firm. However, 
the problem lies in determining a proxy for size 
and a scaling equation that adequately describes 
the relationship between the two. They found that 
approximately 9% of the variation in loss size can 
be explained by the size of the firm (using revenue 
as a proxy for size) using a non-linear weighted least 
squares model. Because so little of the variation in loss 
size can be explained by a firm’s size, the merits of 
scaling by only such a factor are questionable. 

Adapted from Khan et al (2006, p21)
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Na (2004) suggests that an operational risk loss 
amount can be broken into a component common 
to all banks and an idiosyncratic component. 
The common component explains the variation 
in the macroeconomic, geopolitical and cultural 
environment, whereas the idiosyncratic component 
captures the risk and control environment faced by 
individual banks. 

Dahen and Dionne (2007) suggest that no single 
factor can explain a significant proportion of the 
variation in loss size, but instead a combination of 
factors, including firm size, location, business line and 
risk type, is more suitable. 

Furthering the work carried out by Na (2004), 
Dahen and Dionne (2007) incorporated additional 
scaling factors into the idiosyncratic component of 
the loss equation in an effort to explain a greater 
proportion of the variation in loss severity. As a 
result, a normalisation formula was developed which 
scales a loss of bank X to its equivalent value in bank 
Y, through the quotient of some function of their 
idiosyncratic parts.

To use such a scaling method in practice requires 
external databases to provide more institution specific 
information for each loss. However, due to the 
confidentiality requirements of consortium databases, 
this type of information is currently only available in 
public databases. 

Literature to date has focused on the severity side of 
scale bias, but as Dahen and Dionne (2007) show, 
frequencies can also be scaled to more closely reflect 
a bank’s risk profile. They scale frequencies using a 
Poisson and Negative Binomial probability distribution 
truncated at zero (i.e. at least one loss has occurred). 
The parameters for each distribution are estimated 
using regression analysis involving a series of scaling 
factors, including assets, location, business line and risk 
type. It was shown that because of the equi-dispersion 
properties of the Poisson distribution, the Negative 
Binomial distribution proved superior for modelling 
operational risk loss frequencies. 

Loss
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 =                                x Loss

X

g(Component
Idio 

)
Y

g(Component
Idio 

)
X

Theoretically, if a bank scales external losses so that 
they are more reflective of the risk profile of the 
bank, then the final capital charge should be more 
representative than if unscaled ELD losses were 
included. As such, banks should ensure that their 
chosen scaling methodology can be supported by 
empirical analysis to ensure the appropriateness of 
the scaling factor to the frequency and severity of 
operational risk losses (Khan et al 2006). 

Australian banks using ELD explicitly in their 
measurement methodology currently employ simple 
linear methods of scaling with respect to a size proxy. 
Although some have explored more sophisticated 
methods of scaling, no significant relationship has 
been determined. External loss data frequencies 
are not widely used explicitly in the measurement 
model because, in the banks’ view they tend to be 
overstated, even after scaling. However, some banks 
use the unscaled frequencies as a benchmark for 
scenario likelihoods. As data in external loss databases 
becomes richer and more information becomes 
available, scaling methodologies will be able to take 
into account a greater variety of variables and thus 
attempt to explain the institution specific behaviour of 
operational risk losses.  
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Incorporation into AMA 

Australian banks have generally used one of three 
main methods for including ELD into their risk 
measurement models:

• Integration – Integrating ELD with other data 
sources and using them indiscriminately in 
a consolidated dataset assumes that all data 
originates from the same underlying probability 
distribution. External databases are made up of a 
sample selection of financial institutions, some of 
them with better control structures than others. 
To assume that losses originating from different 
financial institutions, in different locations and 
regulatory environments will belong to the 
same distribution as losses originating from an 
Australian bank seems questionable. 

 Statistical tests exist that are able to provide 
quantitative evidence regarding the equality of the 
underlying probability distributions of two data 
samples. In the event of distributional inequality, 
a bank may try to select individual losses from a 
relevant subset of external data to supplement 
their own ILD, but as discussed above this 
distorts the data and hence has limitations in its 
usefulness. Integrating ELD into the measurement 
model in this fashion generates a large amount of 
uncertainty, which may be difficult to measure and 
mitigate with commensurate conservatism. Banks 
tend to be moving away from integrated models, 
as more efficient and robust methods of loss 
measurement are developed.

• Model Independently – ELD can be modelled 
independently from other data sources to obtain 
a separate ELD ‘component’ of regulatory capital. 
This component is then combined5 with the 
capital derived from the other data components6, 
to obtain a final capital charge. 

 Currently, scaling is undertaken to ensure that the 
capital charge is not overstated due to excessively7 
large losses occurring in ELD. Methods of scaling 
are currently quite simple due to the lack of 
available information in external databases, but as 
discussed above more advanced scaling methods 
are emerging as data improves. 

 Because ELD tends to be biased towards high 
severity losses and certain risk types, banks 
need to ensure that all loss sizes and risk types 
are adequately represented in the final capital 
requirement by means of the other data sources.

• Implicitly Incorporate – Banks not wishing 
to use ELD explicitly in their operational risk 
measurement model, perhaps due to the 
uncertainty created by the inherent biases, 
have instead used ELD as a reference source in 
the formation of dependence structures and 
in scenario analysis workshops. SMEs are given 
pre-assessment information containing ELD to 
aid in the elicitation of scenarios as well as their 
frequency and severity estimates. This is especially 
useful for extreme losses for which the bank 
typically has little data. By using ELD implicitly in 
the measurement model, banks are not required 
to transform or scale the data, as it is used only as 
an indicator of what the frequency and severity 
might look like. 

5  Using weighted or average or variance minimisation techniques etc.
6  Scenario Analysis, ILD and BEICFs.
7  Deemed excessive in relation to the bank’s risk profile.
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Conclusion

Banks applying to APRA for the use of the AMA for 
operational risk must incorporate ELD either implicitly 
or explicitly into their risk measurement model. 
Because of biases inherent in the data, there has been 
no convergence on the methods for integrating ELD 
into the risk measurement process, and removing the 
biases is often computationally intensive and difficult 
to implement on large data sets. However, as the 
industry evolves and improved methods for removing 
biases are determined, a greater reliance on ELD is 
expected to drive the modelling of severe operational 
risk losses and hence risk capital.

Most banks have limited the direct influence of ELD 
in determining their capital outcome because of the 
unmeasurable uncertainty it creates. Instead they rely 
on ELD as a reference point and benchmarking tool for 
scenario analysis. Those who use ELD implicitly in the 
capital calculation have taken due care to ensure that 
the uncertainty created by its use is directly correlated 
with its overall influence on the final capital number.  

The research cited in this paper shows that there 
are methods to mitigate the biases inherent in ELD. 
However, applied research by banks needs to be 
conducted to see if academic research can be applied 
in practice. Due to the current limitations of external 
data it seems unlikely that any bank will be able to 
completely eliminate biases from their dataset until 
more efficient techniques are developed. Until then, 
banks are able to improve the quality of external data 
to some extent using the techniques mentioned, 
allowing for more solid conclusions to be drawn.
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